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UNIT 4 

SYSTEM TESTING 

Software Maintenance Types and Challenges 

 
Software Maintenance refers to the process of modifying and updating a software system 

after it has been delivered to the customer. This can include fixing bugs, adding new 

features, improving performance, or updating the software to work with new hardware or 

software systems. The goal of software maintenance is to keep the software system working 

correctly, efficiently, and securely, and to ensure that it continues to meet the needs of the 

users. 

Software maintenance is a continuous process that occurs throughout the entire life cycle 

of the software system. It is important to have a well-defined maintenance process in place, 

which includes testing and validation, version control, and communication with 

stakeholders. 

Several Key Aspects of Software Maintenance 
 Bug Fixing: The process of finding and fixing errors and problems in the software. 

 Enhancements: The process of adding new features or improving existing features to 

meet the evolving needs of the users. 

 Performance Optimization: The process of improving the speed, efficiency, and 

reliability of the software. 

 Porting and Migration: The process of adapting the software to run on new hardware 

or software platforms. 

 Re-Engineering: The process of improving the design and architecture of the 

software to make it more maintainable and scalable. 

 Documentation: The process of creating, updating, and maintaining the 

documentation for the software, including user manuals, technical specifications, and 

design documents. 

Software maintenance is a critical part of the software development life cycle (SDLC) and 

is necessary to ensure that the software continues to meet the needs of the users over time. 

It is also important to consider the cost and effort required for software maintenance when 

planning and developing a software system. 

Software maintenance is the process of modifying a software system after it has been 

delivered to the customer. The goal of maintenance is to improve the system’s functionality, 

performance, and reliability and to adapt it to changing requirements and environments. 

 

 

 

 

 

 

https://www.geeksforgeeks.org/training-vs-testing-vs-validation-sets/
https://www.geeksforgeeks.org/software-development-life-cycle-sdlc/
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Several Types of Software Maintenance 
 Corrective Maintenance: This involves fixing errors and bugs in the software 

system. 

 Patching: It is an emergency fix implemented mainly due to pressure from 

management. Patching is done for corrective maintenance but it gives rise to 

unforeseen future errors due to lack of proper impact analysis. 

 Adaptive Maintenance: This involves modifying the software system to adapt it to 

changes in the environment, such as changes in hardware or software, government 

policies, and business rules. 

 Perfective Maintenance: This involves improving functionality, performance, and 

reliability, and restructuring the software system to improve changeability. 

 Preventive Maintenance: This involves taking measures to prevent future problems, 

such as optimization, updating documentation, reviewing and testing the system, and 

implementing preventive measures such as backups. 

It’s important to note that software maintenance can be costly and complex, especially for 

large and complex systems. Therefore, the cost and effort of maintenance should be taken 

into account during the planning and development phases of a software project. It’s also 

important to have a clear and well-defined maintenance plan that includes regular 

maintenance activities, such as testing, backup, and bug fixing. 

Software Maintenance is the process of modifying a software product after it has been 

delivered to the customer. The main purpose of software maintenance is to modify and 

update software applications after delivery to correct faults and improve 

performance.  Maintenance can be categorized into proactive and reactive types. Proactive 

maintenance involves taking preventive measures to avoid problems from occurring, while 

reactive maintenance involves addressing problems that have already occurred. 

Maintenance can be performed by different stakeholders, including the original 

development team, an in-house maintenance team, or a third-party maintenance provider. 

Maintenance activities can be planned or unplanned. Planned activities include regular 

maintenance tasks that are scheduled in advance, such as updates and backups. Unplanned 

activities are reactive and are triggered by unexpected events, such as system crashes or 

security breaches. Software maintenance can involve modifying the software code, as well 

as its documentation, user manuals, and training materials. This ensures that the software 

is up-to-date and continues to meet the needs of its users. 

Software maintenance can also involve upgrading the software to a new version or platform. 

This can be necessary to keep up with changes in technology and to ensure that the software 

remains compatible with other systems. The success of software maintenance depends on 

effective communication with stakeholders, including users, developers, and management. 

Regular updates and reports can help to keep stakeholders informed and involved in the 

maintenance process. 

Software maintenance is also an important part of the Software Development Life 

Cycle(SDLC). To update the software application and do all modifications in software 

application so as to improve performance is the main focus of software maintenance. 
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Software is a model that runs on the basis of the real world. so, whenever any change 

requires in the software that means the need for real-world changes wherever possible. 

 

 

 

Need for Maintenance 
Software Maintenance must be performed in order to:  

 Correct faults. 

 Improve the design. 

 Implement enhancements. 

 Interface with other systems. 

 Accommodate programs so that different hardware, software, system features, and 

telecommunications facilities can be used. 

 Migrate legacy software. 

 Retire software. 

 Requirement of user changes. 

 Run the code fast 
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Challenges in Software Maintenance 
The various challenges in software maintenance are given below: 

 The popular age of any software program is taken into consideration up to ten to 

fifteen years. As software program renovation is open-ended and might maintain for 

decades making it very expensive. 

 Older software programs, which had been intended to paint on sluggish machines with 

much less reminiscence and garage ability can not maintain themselves tough in 

opposition to newly coming more advantageous software programs on contemporary-

day hardware. 

 Changes are frequently left undocumented which can also additionally reason greater 

conflicts in the future. 

 As the era advances, it turns into high prices to preserve vintage software programs. 

 Often adjustments made can without problems harm the authentic shape of the 

software program, making it difficult for any next adjustments. 

 There is a lack of Code Comments. 

 Lack of documentation: Poorly documented systems can make it difficult to 

understand how the system works, making it difficult to identify and fix problems. 

 Legacy code: Maintaining older systems with outdated technologies can be difficult, 

as it may require specialized knowledge and skills. 

 Complexity: Large and complex systems can be difficult to understand and modify, 

making it difficult to identify and fix problems. 

 Changing requirements: As user requirements change over time, the software system 

may need to be modified to meet these new requirements, which can be difficult and 

time-consuming. 

 Interoperability issues: Systems that need to work with other systems or software 

can be difficult to maintain, as changes to one system can affect the other systems. 

 Lack of test coverage: Systems that have not been thoroughly tested can be difficult 

to maintain as it can be hard to identify and fix problems without knowing how the 

system behaves in different scenarios. 

 Lack of personnel: A lack of personnel with the necessary skills and knowledge to 

maintain the system can make it difficult to keep the system up-to-date and running 

smoothly. 

 High-Cost: The cost of maintenance can be high, especially for large and complex 

systems, which can be difficult to budget for and manage. 

To overcome these challenges, it is important to have a well-defined maintenance process 

in place, which includes testing and validation, version control, and communication with 

stakeholders. It is also important to have a clear and well-defined maintenance plan that 

includes regular maintenance activities, such as testing, backup, and bug fixing. 

Additionally, it is important to have personnel with the necessary skills and knowledge to 

maintain the system. 
 

 

https://www.geeksforgeeks.org/difference-between-software-and-program/
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