
 

 

 

A MODEL FOR NETWORK SECURITY 
 

Encryption/Decryption methods fall into two categories.  

 Symmetric key  

 Public key  

In symmetric key algorithms, the encryption and decryption keys are known both 

to sender and receiver. The encryption key is shared and the decryption key is 

easily calculated from it. In many cases, the encryption and decryption keys are the 

same. In public key cryptography, encryption key is made public, but it is 

computationally infeasible to find the decryption key without the information 

known to the receiver. 

 

 
A message is to be transferred from one party to another across some sort of 

internet. The two parties, who are the principals in this transaction, must cooperate 

for the exchange to take place. A logical information channel is established by 



 

 

defining a route through the internet from source to destination and by the 

cooperative use of communication protocols (e.g., TCP/IP) by the two principals.  

 

All the techniques for providing security have two components: 

 A security-related transformation on the information to be sent. Examples 

include the encryption of the message, which scrambles the message so that 

it is unreadable by the opponent. 

 Some secret information shared by the two principals and, it is hoped, 

unknown to the opponent. An example is an encryption key used in 

conjunction with the transformation to scramble the message before 

transmission 

 

A trusted third party may be needed to achieve secure transmission. For 

example, a third party may be responsible for distributing the secret information to 

the two principals while keeping it from any opponent. 

 

This general model shows that there are four basic tasks in designing a particular 

security service: 

1. Design an algorithm for performing the security-related transformation. The 

algorithm should be such that an opponent cannot defeat its purpose. 

2. Generate the secret information to be used with the algorithm. 

3. Develop methods for the distribution and sharing of the secret information. 

4. Specify a protocol to be used by the two principals that makes use of the security 

algorithm and the secret information to achieve a particular security service. 

 


