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3.2 Extensible Authentication Protocol
The Extensible Authentication Protocol (EAP), defined in RFC 3748, acts as a
framework for network access and authentication protocols. EAP provides a set of
protocol messages that can encapsulate various authentication methods to be used
between a client and an authentication server. EAP can operate over a variety of
network and link level facilities, including point-to-point links, LANSs, and other
networks, and can accommodate the authentication needs of the various links and
networks.
e EAP supports multiple authentication methods. This is what is meant by
referring to EAP as extensible.
e EAP provides a generic transport service for the exchange of authentication
information between a client system and an authentication server.
e Thebasic EAP transport service is extended by using a specific authentication
protocol, or method, that is installed in both the EAP client and the

authentication server.

Numerous methods have been defined to work over EAP. The following are

commonly supported EAP methods:

e EAP-TLS (EAP Transport Layer Security): EAP-TLS (RFC 5216) defines how
the TLS protocol can be encapsulated in EAP messages. EAP-TLS uses the
handshake protocol in TLS, not its encryption method. Client and server
authenticate each other using digital certificates. Client generates a pre-master
secret key by encrypting a random number with the server’s public key and sends
it to the server. Both client and server use the pre-master to generate the same

secret key.

o EAP-TTLS (EAP Tunneled TLS): EAP-TTLS s like EAP-TLS, except only the
server has a certificate to authenticate itself to the client first. As in EAPTLS, a

1 CCS354 NETWORK SECURITY



ROHINI COLLEGE OF ENGINEERING & TECHNOLOGY

secure connection (the “tunnel”) is established with secret keys, but that
connection is used to continue the authentication process by authenticating the
client and possibly the server again using any EAP method or legacy method
such as PAP (Password Authentication Protocol) and CHAP (Challenge-
Handshake Authentication Protocol). EAP-TTLS is defined in RFC 5281.

o EAP-GPSK (EAP Generalized Pre-Shared Key): EAP-GPSK, defined in RFC
5433, is an EAP method for mutual authentication and session key derivation
using a Pre-Shared Key (PSK). EAP-GPSK specifies an EAP method based on
pre-shared keys and employs secret key-based cryptographic algorithms. Hence,
this method is efficient in terms of message flows and computational costs, but
requires the existence of pre-shared keys between each peer and EAP server. The
set up of these pairwise secret keys is part of the peer registration, and thus, must
satisfy the system preconditions. It provides a protected communication channel
when mutual authentication is successful for both parties to communicate over
and is designed for authentication over insecure networks such as IEEE 802.11.
EAP-GPSK does not require any public-key cryptography. The EAP method

protocol exchange is done in a minimum of four messages.
o EAP-IKEV2: It is based on the Internet Key Exchange protocol version 2
(IKEv2), It supports mutual authentication and session key establishment using

a variety of methods. EAP-TLS is defined in RFC 5106.

Figure illustrates the protocol layers that form the context for EAP.
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Figure indicates a typical arrangement in which EAP is used. The following

components are involved:
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* EAP peer: Client computer that is attempting to access a network.
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* EAP authenticator: An access point or NAS that requires EAP authentication
prior to granting access to a network.

« Authentication server: A server computer that negotiates the use of a specific EAP
method with an EAP peer, validates the EAP peer’s credentials, and authorizes
access to the network. Typically, the authentication server is a Remote
Authentication Dial-In User Service (RADIUS) server.

The authentication server functions as a backend server that can authenticate peers
as a service to a number of EAP authenticators. The EAP authenticator then makes
the decision of whether to grant access. This is referred to as the EAP pass-through

mode . Less commonly, the authenticator takes over the role of the EAP server; that

Is, only two parties are involved in the EAP execution.

As afirst step, a lower-level protocol, such as PPP (point-to-point protocol) or IEEE
802.1X, is used to connect to the EAP authenticator. The software entity in the EAP
peer that operates at this level is referred to as the supplicant . EAP messages
containing the appropriate information for a chosen EAP method are then exchanged
between the EAP peer and the authentication server.

EAP messages may include the following fields:

m Code: Identifies the Type of EAP message. The codes are Request (1), Response
(2), Success (3), and Failure (4).

m Identifier: Used to match Responses with Requests.

m Length: Indicates the length, in octets, of the EAP message, including the Code,
Identifier, Length, and Data fields.

m Data: Contains information related to authentication. Typically, the Data field
consists of a Type subfield, indicating the type of data carried, and a Type-Data field.

The Success and Failure messages do not include a Data field.
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The EAP authentication exchange proceeds as follows. After a lower-level exchange
that established the need for an EAP exchange, the authenticator sends a Request to
the peer to request an identity, and the peer sends a Response with the identity
information. This is followed by a sequence of Requests by the authenticator and
Responses by the peer for the exchange of authentication information. The
information exchanged and the number of Request-Response exchanges needed
depend on the authentication method. The conversation continues until either

(1) the authenticator determines that it cannot authenticate the peer and transmits an
EAP Failure or (2) the authenticator determines that successful authentication has
occurred and transmits an EAP Success.

Figure gives an example of an EAP exchange. Not shown in the figure is a message
or signal sent from the EAP peer to the authenticator using some protocol other than
EAP and requesting an EAP exchange to grant network access. One protocol used
for this purpose is IEEE 802.1X. The first pair of EAP Request and Response
messages is of Type identity, in which the authenticator requests the peer’s identity,
and the peer returns its claimed identity in the Response message. This Response is
passed through the authenticator to the authentication server. Subsequent EAP

messages are exchanged between the peer and the authentication server.

Upon receiving the identity Response message from the peer, the server selects an
EAP method and sends the first EAP message with a Type field related to an
authentication method. If the peer supports and accepts the selected EAP method, it
replies with the corresponding Response message of the same type.

Otherwise, the peer sends a NAK, and the EAP server either selects another EAP
method or aborts the EAP execution with a failure message. The selected EAP
method determines the number of Request/Response pairs. During the exchange the
appropriate authentication information, including key material, is exchanged. The
exchange ends when the server determines that authentication has succeeded or that

no further attempt can be made and authentication has failed.
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