DSS APPROACH

DSS uses an algorithm that is designed to provide only digital signature
function. Unlike RSA, it cannot be used for encryption or key exchange.

The DSS approach makes use of a hash function. The hash code is
provided as input to a signature function along with a random number k
generated for this particular signature. The signature function also depends on
the sender’s private key (PRa) and the global public key (PUG) The result is a
signature consisting of two components, labeled s and r. At the receiving end,

the hash code of the incoming message is generated. This plus the signature is
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(b) DSS Approach
input to a verification function.

The verification function also depends on the global public key as well
as the sender’s public key (PUa), which is paired with the sender’s private
key. The output of the verification function is a value that is equal to the
signature component if the signature is valid. The signature function is such
thatonly the sender, with knowledge of the private key, could have produced

the valid signature.



THE DIGITAL SIGNATURE ALGORITHM

1. Global Public key Components
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(a) Signing (b) Verifying

2. User’s Private key
X - random or pseudo random integer with 0 <x <q
3. User’s
Public key
y =g “mod p
4. User’s Per Message Secret Number

k = random or pseudo random integer with 0 <k <q



DSA Signature Creation
To sign a message M the sender: the sender generates a
random signature key k, k<gComputes signature pair:
r =(g“mod p)mod q
s = [K*(H(M)+ xr)] mod q
Signature = (r,s)
DSA Signature Verification
After received M & signature (r,s)
Verify a signature, recipient computes: w =(s’)* mod q
ul= [H(M’)w
Jmod g u2=
(r’w)mod q
v=[(g
If v=r then signature is verified.
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