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IPv6 

Internet Protocol version 6 (IPv6) is the latest revision of the Internet Protocol 

(IP) and the first version of the protocol to be widely deployed. IPv6 was developed by 

the Internet Engineering Task Force (IETF) to deal with the long-anticipated problem 

of IPv4 address exhaustion. This tutorial will help you in understanding IPv6 and its 

associated terminologies along with appropriate references and examples. 
 

IPv6 - Features 
 

The successor of IPv4 is not designed to be backward compatible. Trying to keep 

the basic functionalities of IP addressing, IPv6 is redesigned entirely. It offers the 

following features: 
 

Larger Address Space 
 

In contrast to IPv4, IPv6 uses 4 times more bits to address a device on the 

Internet. This much of extra bits can provide approximately 3.4×1038 different 

combinations of addresses. 
 

Simplified Header 
 

IPv6‘s header has been simplified by moving all unnecessary information and 

options (which are present in IPv4 header) to the end of the IPv6 header. 
 

End-to-end Connectivity 
 

After IPv6 is fully implemented, every host can directly reach other hosts on the 

Internet, with some limitations involved like Firewall, organization policies, etc. 

Auto-configuration 
IPv6 supports both stateful and stateless auto configuration mode of its host devices. 

 

Faster Forwarding/Routing 

Simplified header puts all unnecessary information at the end of the header so it 

makes routing decision as quickly as possible. 
 

IPSec 
 

Initially it was decided that IPv6 must have IPSec security, making it more secure 

than IPv4. 
 

No Broadcast 
 

Though Ethernet/Token Ring are considered as broadcast network because they 

support Broadcasting, IPv6 does not have any broadcast support any more. It uses 

multicast to communicate with multiple hosts. 
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Any cast Support 
 

IPv6 has introduced Any cast mode of packet routing. In this mode, multiple 

interfaces over the Internet are assigned same Any cast IP address. Routers, while 

routing, send the packet to the nearest destination. 
 

Mobility 
 

IPv6 was designed keeping mobility in mind. This feature enables hosts (such as 

mobile phone) to roam around in different geographical area and remain connected with 

the same IP address. The mobility feature of IPv6 takes advantage of auto IP 

configuration and Extension headers. 
 

Enhanced Priority Support 
 

IPv4 used 6 bits DSCP (Differential Service Code Point) and 2 bits ECN 

(Explicit Congestion Notification) to provide Quality of Service but it could only be 

used if the end-to-end devices support it, that is, the source and destination device and 

underlying network must support it. 

In IPv6, Traffic class and Flow label are used to tell the underlying routers how to 

efficiently process the packet and route it. 
 

Smooth Transition 
 

Large IP address scheme in IPv6 enables to allocate devices with globally unique 

IP addresses. This mechanism saves IP addresses and NAT is not required. So devices 

can send/receive data among each other, for example, VoIP and/or any streaming media 

can be used much efficiently. 
 

Other fact is, the header is less loaded, so routers can take forwarding decisions 

and forward them as quickly as they arrive. 
 

Extensibility 
 

One of the major advantages of IPv6 header is that it is extensible to add more 

information in the option part. IPv4 provides only 40-bytes for options, whereas options 

in IPv6 can be as much as the size of IPv6 packet itself. 
 

Transition From IPv4 to IPv6 
 

Complete transition from IPv4 to IPv6 might not be possible because IPv6 is not 

backward compatible. This results in a situation where either a site is on IPv6 or it is 

not. It is unlike implementation of other new technologies where the newer one is 

backward compatible so the older system can still work with the newer version without 

any additional changes. 
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To overcome this short-coming, we have a few technologies that can be used to 

ensure slow and smooth transition from IPv4 to IPv6. 

Dual Stack Routers 

 

A router can be installed with both IPv4 and IPv6 addresses configured on its 

interfaces pointing to the network of relevant IP scheme. 
 

Fig.2.9 Dual Stack Router 

[Source: Text book- Mobile Communications, Second Edition, Pearson Education by 

Jochen Schiller]  

 

In the above diagram, a server having IPv4 as well as IPv6 address configured 

for it can now speak with all the hosts on both the IPv4 as well as the IPv6 networks 

with the help of a Dual Stack Router. The Dual Stack Router, can communicate with 

both the networks. It provides a medium for the hosts to access a server without 

changing their respective IP versions. 
 

Tunneling 

 

In a scenario where different IP versions exist on intermediate path or transit 

networks, tunneling provides a better solution where user‘s data can pass through a 

non- supported IP version. 
 

 
Fig.2.10 Tunneling 

[Source: Text book- Mobile Communications, Second Edition, Pearson Education by 

Jochen Schiller]  
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The above diagram depicts how two remote IPv4 networks can communicate via 

a Tunnel, where the transit network was on IPv6. Vice versa is also possible where the 

transit network is on IPv6 and the remote sites that intend to communicate are on IPv4. 

NAT Protocol Translation 

This is another important method of transition to IPv6 by means of a NAT-PT 

(Network Address Translation – Protocol Translation) enabled device. With the help 

of a NAT-PT device, actual can take place happens between IPv4 and IPv6 packets and 

vice versa. See the diagram below: 

 

Fig.2.11 NAT - Protocol Translation 

[Source: Text book- Mobile Communications, Second Edition, Pearson Education by 

Jochen Schiller]  

 

A host with IPv4 address sends a request to an IPv6 enabled server on Internet 

that does not understand IPv4 address. In this scenario, the NAT-PT device can help 

them communicate. When the IPv4 host sends a request packet to the IPv6 server, 

the NAT-PT device/router strips down the IPv4 packet, removes IPv4 header, and adds 

IPv6 header and passes it through the Internet. When a response from the IPv6 server 

comes for the IPv4 host, the router does vice versa. 

Address Structure 

An IPv6 address is made of 128 bits divided into eight 16-bits blocks. Each block 

is then converted into 4-digit Hexadecimal numbers separated by colon symbols. 

For example, given below is a 128 bit IPv6 address represented in binary format 

and divided into eight 16-bits blocks: 

0010000000000001 0000000000000000 0011001000111000

 1101111111100001 
0000000001100011 0000000000000000 0000000000000000 1111111011111011 

Each block is then converted into Hexadecimal and separated by ‗:‘ symbol: 

2001:0000:3238:DFE1:0063:0000:0000:FEFB 

Even after converting into Hexadecimal format, IPv6 address remains long. IPv6 

provides some rules to shorten the address. The rules are as follows: 

Rule.1: Discard leading Zero(es): 
In Block 5, 0063, the leading two 0s can be omitted, such as (5th block): 

2001:0000:3238:DFE1:63:0000:0000:FEFB 

http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/
http://easyengineering.net/


ROHINI COLLEGE OF ENGINEERING & TECHNOLOGY  
 

EC8004 WIRELESS NETWORKS 
 

 

IPv6 - Headers 
 

IPv6 headers have one Fixed Header and zero or more Optional (Extension) 

Headers. All the necessary information that is essential for a router is kept in the Fixed 

Header. The Extension Header contains optional information that helps routers to 

understand how to handle a packet/flow. 

Fixed Header 

 

Fig.2.12 IPv6 Fixed Header 

[Source: Text book- Mobile Communications, Second Edition, Pearson Education by 

Jochen Schiller]  

 

IPv6 fixed header is 40 bytes long and contains the following information. 

 

S.N. Field & Description 
 

Version (4-bits): It represents the version of Internet Protocol, i.e. 0110. 

Traffic Class (8-bits): These 8 bits are divided into two parts. The most significant 

6 bits are used for Type of Service to let the Router Known what services should be 
provided to this packet. The least significant 2 bits are used for Explicit Congestion 
Notification (ECN). 

Flow Label (20-bits): This label is used to maintain the sequential flow of the packets 

belonging to a communication. The source labels the sequence to help the router 

identify that a particular packet belongs to a specific flow of information. 

Payload Length (16-bits): This field is used to tell the routers how much information a 

particular packet contains in its payload. Payload is composed of Extension Headers 

and Upper Layer data. With 16 bits, up to 65535 bytes can be indicated; but if the 

Extension Headers contain Hop-by-Hop Extension Header, then the payload may 

exceed 65535 bytes and this field is set to 0. 

Next Header (8-bits): This field is used to indicate either the type of Extension Header, 

or if the Extension Header is not present then it indicates the Upper Layer PDU. The 
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values for the type of Upper Layer PDU are same as IPv4‘s. 

Hop Limit (8-bits): This field is used to stop packet to loop in the network 

infinitely. This is same as TTL in IPv4. The value of Hop Limit field is decremented 
by 1 as it passes a link (router/hop). When the field reaches 0 the packet is discarded. 

Source Address (128-bits): This field indicates the address of originator of the packet. 

Destination Address (128-bits): This field provides the address of intended recipient 
of the packet. 

Extension Headers 

Rarely used information is put between the Fixed Header and the Upper layer 

header in the form of Extension Headers. Each Extension Header is identified by a 

distinct value. 

When Extension Headers are used, IPv6 Fixed Header‘s Next Header field points 

to the first Extension Header. If there is one more Extension Header, then the first 

Extension Header‘s ‗Next-Header‘ field points to the second one, and so on. The last 

Extension Header‘s ‗Next-Header‘ field points to the Upper Layer Header. Thus, all 

the headers points to the next one in a linked list manner. 

If the Next Header field contains the value 59, it indicates that there are no headers 

after this header, not even Upper Layer Header. 
 

The following Extension Headers must be supported as per RFC 2460: 
 

 

[Source: Text book- Mobile Communications, Second Edition, Pearson Education by 

Jochen Schiller]  
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The sequence of Extension Headers should be: 
 

 

[Source: Text book- Mobile Communications, Second Edition, Pearson Education by 

Jochen Schiller]  

 

These headers: 
1. should be processed by First and subsequent destinations. 

2. should be processed by Final Destination. 
Extension Headers are arranged one after another in a linked list manner, as 

depicted in the following diagram: 
 

[Source: Text book- Mobile Communications, Second Edition, Pearson Education by 

Jochen Schiller]  
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