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UNIT 3 

MOBILE NETWORK LAYER 

 

3.1. Mobile IP 

The IP addresses are designed to work with stationary hosts because part of the address 

defines the network to which the host is attached. A host cannot change its IP address without 

terminating on-going sessions and restarting them after it acquires a new address. Other 

link layer mobility solutions exist but are not sufficient enough for the global Internet. 

Mobility is the ability of a node to change its point-of-attachment while maintaining all 

existing communications and using the same IP address. 

Nomadicity allows a node to move but it must terminate all existing communications 

and then can initiate new connections with a new address. 

Mobile IP is a network layer solution for homogenous and heterogeneous mobility on 

the global Internet which is scalable, robust, secure and which allows nodes to maintain all 

ongoing communications while moving. 

 

Design Goals: 

Mobile IP was developed as a means for transparently dealing with problems of mobile 

users. Mobile IP was designed to make the size and the frequency of required routing updates 

as small as possible. It was designed to make it simple to implement mobile node software. It 

was designed to avoid solutions that require mobile nodes to use multiple addresses. 

 

Requirements: 

There are several requirements for Mobile IP to make it as a standard. Some of them are: 

1. Compatibility: The whole architecture of internet is very huge and a new standard cannot 

introduce changes to the applications or network protocols already in use. Mobile IP is to be 

integrated into the existing operating systems. Also, for routers also it may be possible to 

enhance its capabilities to support mobility instead of changing the routers which is highly 

impossible. Mobile IP must not require special media or MAC/LLC protocols, so it must use the 

same interfaces and mechanisms to access the lower layers as IP does. Finally, end-systems 

enhanced with a mobile IP implementation should still be able to communicate with fixed 

systems without mobile IP. 
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2. Transparency: Mobility remains invisible for many higher layer protocols and applications. 

Higher layers continue to work even if the mobile computer has changed its point of 

attachment to the network and even notice a lower bandwidth and some interruption in the 

service. As many of today’s applications have not been designed to use in mobile 

environments, the effects of mobility will be higher delay and lower bandwidth. 

 
 

3. Scalability and efficiency: The efficiency of the network should not be affected even if a new 

mechanism is introduced into the internet. Enhancing IP for mobility must not generate many 

new messages flooding the whole network. Special care is necessary to be taken considering 

the lower bandwidth of wireless links. Many mobile systems have a wireless link to an 

attachment point. Therefore, only some additional packets must be necessary between a 

mobile system and a node in the network. It is indispensable for a mobile IP to be scalable over 

a large number of participants in the whole internet, throughout the world. 

 

4. Security: Mobility possesses many security problems. A minimum requirement is the 

authentication of all messages related to the management of mobile IP. It must be sure for the 

IP layer if it forwards a packet to a mobile host that this host really is the receiver of the packet. 

The IP layer can only guarantee that the IP address of the receiver is correct. There is no way 

to prevent faked IP addresses and other attacks. 

The goal of a mobile IP can be summarized as: ‘supporting end-system mobility while 

maintaining scalability, efficiency, and compatibility in all respects with existing applications 

and Internet protocols’. 

 

Entities and terminology 
The following defines several entities and terms needed to understand mobile IP  
 

Mobile Node (MN): 
A mobile node is an end-system or router that can change its point of attachment to 

the internet using mobile IP. The MN keeps its IP address and can continuously communicate 
with any other system in the internet as long as link-layer connectivity is given. Examples are 
laptop, mobile phone, router on an aircraft etc. 
Correspondent node (CN): 

At least one partner is needed for communication. In the following the CN represents 
this partner for the MN. The CN can be a fixed or mobile node. 
Home network: 

The home network is the subnet the MN belongs to with respect to its IP address. No 
mobile IP support is needed within the home network. 
Foreign network: 

The foreign network is the current subnet the MN visits and which is not the home 
network. 
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Foreign agent (FA): 

The FA can provide several services to the MN during its visit to the foreign network. 
The FA can have the COA, acting as tunnel endpoint and forwarding packets to the MN. The FA 
can be the default router for the MN. FAs can also provide security services because they 
belong to the foreign network as opposed to the MN which is only visiting. FA is implemented 
on a router for the subnet the MN attaches to. 

 
Care-of address (COA): 

The COA defines the current location of the MN from an IP point of view. All IP packets sent to 
the MN are delivered to the COA, not directly to the IP address of the MN. Packet delivery 
toward the MN is done using a tunnel, i.e., the COA marks the tunnel endpoint, i.e., the 

address where packets exit the tunnel, there  are  possibilities for the location of the COA. 
 

Foreign agent COA: 
The COA could be located at the FA, i.e., the COA is an IP address of the FA. The FA is 

the tunnel end-point and forwards packets to the MN. Many MN using the FA can share this 
COA as common COA. 
Co-located COA: 

The COA is co-located if the MN temporarily acquired an additional IP address which 
acts as COA. This address is now topologically correct, and the tunnel endpoint is at the MN. 
Co-located addresses can be acquired using services such as DHCP. 

 
Home agent (HA): 

The HA provides several services for the MN and is located in the home network. The 
tunnel for packets toward the MN starts at the HA. The HA maintains a location registry, i.e., 
it is informed of the MN’s location by the current COA. Three alternatives for the 
implementation of an HA exist. 
1. The HA can be implemented on a router that is responsible for the home network. This is 
obviously the best position, because without optimizations to mobile IP, all packets for the MN 
have to go through the router anyway. 
2. If changing the router’s software is not possible, the HA could also be implemented on an 
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arbitrary node in the subnet. One disadvantage of this solution is the double 
crossing of the router by the packet if the MN is in a foreign network. A packet for the MN comes 

in via the router; the HA sends it through the tunnel which again crosses the router. Finally, a home 

network is not necessary at all. The HA could be again on the ‘router’ but this time only acting as a manager 

for MNs belonging to a virtual home network. All MNs are always in a foreign network with this solution. 

A CN is connected via a router to the internet, as are the home network and the foreign network. The HA 

is implemented on the router connecting the home network with the internet, an FA is implemented on 

the router to the foreign network. The MN is currently in the foreign network. The tunnel for packets 

toward the MN starts at the HA and ends at the FA, for the FA has the COA in the above example. 

 

IP packet delivery 

Consider the above example in which a correspondent node (CN) wants to send an IP 
packet to the MN. One of the requirements of mobile IP was to support hiding the mobility of 
the MN. CN does not need to know anything about the MN’s current location and sends the 
packet as usual to the IP address of MN as shown below. 

CN sends an IP packet with MN as a destination address and CN as a source address. 
The  internet, not having information on the current location of MN, routes the packet to the 
router responsible for the home network of MN. This is done using the standard routing 
mechanisms of the internet. The HA now intercepts the packet, knowing that MN is currently 
not in its home network. The packet is not forwarded into the subnet as usual, but 
encapsulated and tunneled to the COA. A new header is put in front of the old IP header 
showing the COA as new destination and HA as source of the encapsulated packet . 

The foreign agent now decapsulates the packet, i.e., removes the additional header, and forwards the 

original packet with CN as source and MN as destination to the MN . Again, for the MN mobility is not 

visible. It receives the packet with the same sender and receiver address as it would have done in the 

home network 
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Sending packets from the mobile node (MN) to the CN is comparatively simple. The MN sends 

the packet as usual with its own fixed IP address as source and CN’s address as destination . The 

router with the FA acts as default router and forwards the packet in the same way as it would do 

for any other node in the foreign network. As long as CN is a fixed node the remainder is in the 

fixed internet as usual.  

Working of Mobile IP:- 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Steps used in the operation of mobile IP: 

STEP 1: CN sends the Packet to the IP address(home address)of the MN 

STEP 2:Internet Routes the Packet to the router of the MN’s home network. The HA 
examines the packet to find whether the MN is present in its current home network or not. 
If the MN is not present, then the HA encapsulates that datagram in a new packet. 

STEP 3:The encapsulated packet is tunneled to the FA, which act as the new destination 
address. Then FA performs decapsulation to remove the additional header. Then forwards 
the decapsulated packet to the MN. 

STEP 4: MN after receiving the packet from CN forwards a reply packet to the CN by 
specifying its own IP address along with the address of the CN. 
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KEY MECHANISMS IN MOBILE IP (MOBILE IP OPERATION STAGES): 

a) Agent Discovery  

b) Registration 

c) Tunneling & Encapsulation 

 

 

 

 

 

 

 

 

 

 

 

 AGENT DISCOVERY 

a) Agent Discovery  
A MN uses a discovery procedure to identify prospective home and foreign agents. 

 Task of MN to determine its FA & HA: 

i)  Both HA & FA periodically broadcast Agent Advertisement message. 

ii) A MN must discover a HA before it leaves to a home network.  

iii) A MN must also discover a FA after it moved to a foreign network 

 Uses ICMP Router Discovery Protocol (IRDP). 

ICMP Router Discovery Protocol (IRDP) - Enables host to broadcast or multicast to discover the 

IP address (i.e., COA) of their neighbouring routers (i.e., FA) 

 Agent Discovery methods: 
(i) Agent Advertisement  
(ii) Agent Solicitation 
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i) Agent advertisement 

 Functions: 

1. It allows the MN to find whether an agent is its HA or a FA. 

2. If it is FA then get the COA. 

3. It allows the MN to know the type of services provided by the FA. 

4. It allows the MN to know about the allowed registration lifetime or roaming period for visiting 

foreign network 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Upper part represent ICMP while lower part represent extension needed for 

mobility. 
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ii) Agent solicitation: 

Rather than waiting for agent advertisements a MN can sent out an agent solicitation. 

This solicitation forces any agents on the link to immediately send an agent advertisement. 

If MN determines that it is connected to a foreign network, then it obtains a COA. 

Types of COA: 

(i) Foreign Agent COA - The static IP address of a foreign agent (FA) on a visited network 

(ii) Co-located COA - Temporary IP address assigned to the MN. 

Represents the current position of the MN on the Foreign network & can be used by only one MN at a 

time. 

A co-located care-of address can be obtained by Dynamic Host Configuration Protocol (DHCP). 

Steps: 

1. MA (HA, FA) broadcast agent advertisement message at regular intervals. 

2. The MN receiving the agent advertisement message observes whether the message is from its own HA 

& determine whether it is on the home network or on the foreign network. 

3. If the MN does not wish to wait for the periodic advertisement, it can send out agent solicitation 

message that will be responded to by a MA. 

After these steps of advertisements or solicitations the MN can now receive a COA, either one for an FA 

or a co-located COA. The MN knows its location (home network or foreign network) and the capabilities 

of the agent. 

The next step for the MN is the registration with the HA if the MN is in a foreign network 

b) Registration 
 

 If the MN discovers that it is on the home network, then it operates normally without 
Mobile IP.If the MN has moved to a new network & obtain the COA from a FA, then this 
address should be registered with the HA. 

 Registration –  A  MN  uses  an  authenticated  registration procedure to inform the HA 

of its COA. 

 Registration messages uses UDP Protocol. 

 Registration can be done in two different ways: 
 

(i) Registration of the MN through FA 
(ii) Directly with HA 
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[i] Registration of the MN through FA 

If the COA is at the FA;MN sends its registration request containing the COA to the FA which then 

forward the request to the HA. Now HA will do the mobility binding containing the mobile node’s 

home IP address and the current COA. Then finally the HA Acknowledges via FA to MN. 

 

 

 

 

 

 

 

 

[ii] Directly with HA 

If the COA is co-located; MN sends the request directly to the HA and vice versa. Also, a 

registration procedure for MNs returning to their home network. 

 

REGISTRATION PROCESS: 

The registration process involves the exchange of registration requests and 

registration reply messages. When the mobile node registers by using a foreign 

agent, the registration process takes the following steps, which is shown in the 

figure. 
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1.If MN travels to foreign network, it registers with the FA by sending a registration request 

message, which includes permanent IP address of the MN & IP address of HA. 

2.The FA in turn performs the registration process on behalf of the MN by sending the registration 

request message to HA, which includes permanent IP address of the MN & IP address of FA(i.e., 

COA) 

3.When the HA receives the registration request, it updates the “mobility Binding Table”. 

4.Then HA sends an acknowledgement (registration reply) to the FA. 

5-6.The FA in turn updates its “Visitor list” & relays the reply to the MN. 
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Mobility Binding Table: 

Maintained on HA of MN. Maps MN’s home address with its current COA. 

 

 

 

 

 

 

Visitor List: 

Maintained on FA. Maps MN’s home address with its MAC address (address ofNIC) & 

HA’s address. 

 

 

TUNNELLING AND ENCAPSULATION: 

Tunneling (data transfer) – Mechanism used to forward IP datagrams from a home address 

to a care-of address i.e., sending a packet through a tunnel 

 A tunnel establishes a virtual pipe for data packets between a tunnel entry and a tunnel 

endpoint. 

Two primary functions: 

 Encapsulation – Mechanism of taking a packet consisting of packet header and data 
and putting it into the data part of a new packet. HA encapsulates all the packets 
addressed to MN & forward them to FA. 

 Decapsulation - The reverse operation, taking a packet out of the data part of 
another packet FA decapsulates all the packets addressed to MN & forward them. 
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Fig. IP Encapsulation 

 

 

Steps in Encapsulation: 

1. When a HA receives a packet addressed to a MN, it forwards the packet to the COA using IP -

within -IP encapsulation 

2. Using IP -within -IP , the HA inserts a new IP header in front of the IP header of any datagram. 

3. Destination address is set to the COA. 

4. Source address is set to the HA’s address. 

5. After stripping out the 1st header, IP processes the packet again. 

 

There are different ways of performing the encapsulation. They are: 

 



ROHINI COLLEGE OF ENGINEERING AND TECHNOLOGY 
 

CS8601 MOBILE COMPUTING 
 

 IP-in-IP Encapsulation 
 Minimal Encapsulation 
 Generic Routing Encapsulation 

 

(1) IP-in-IP Encapsulation: 

This is the mandatory method for Mobile IP.Full IP header added to the original IP packet.The 

inner IP header source and destination address identify the original sender and the receiver. 

The new(outer) header contains HA address as source & COA as destination.

 

(2) Minimal Encapsulation : 

It is an optional method for mobile IP. In IP-in-IP several fields are redundant. Minimal 

Encapsulation will remove these redundancy. 
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(3) Generic Routing Encapsulation (GRE) : 

Minimal Encapsulation & IP-in-IP only works for IP while GRE also supports other network layer 

protocols. It allows the encapsulation of packets of one protocol suite into the payload portion 

of a packet of another protocol suite. The packet of one protocol suite with the original packet 

header and data is taken and a new GRE header is prepended. Together this forms the new 

data part of the new packet. Finally, the header of the second protocol suite is put in front. The 

outer header is the standard IP header with HA as source address and COA as destination 

address. 

 

 

 

 

 

  



ROHINI COLLEGE OF ENGINEERING AND TECHNOLOGY 
 

CS8601 MOBILE COMPUTING 
 

key – used for authentication. 

K bit -  if set indicates if authentication key is present. 

S bit  -  if set indicates if the Sequence number field is present. 

rec – recursion control field. This field represents a counter that shows the number of allowed 

recursive encapsulations. 

rsv – reserved for future use. Must be zero. 

ver = 0 for GRE version. 

Lay 4 protocol specifies the protocol of the packet following the GRE header. 

 

 

 


