
Network Address Resolution (NAT)

 The technology allows a site to

set of global Internet addresses (at least one) for communication with the rest of the world. The 

site must have only one connection to the global Internet through a N

runs NAT software. 

Fig: NAT. 

 All of the outgoing packets go through the NAT router, which replaces the source

packet with the global NAT address. 

 All incoming packets also pass

in the packet (the NAT router global address) with the appropriate private address.

Translation Table: 

Fig: Address translation 

Using One IP Address 

 In its simplest form, a translation table has only two columns: the private addres

external address (destination address of the packet). 

 When the router translates the

destination address—where the packet is going. 
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technology allows a site to use a set of private addresses for internal communication and a 

addresses (at least one) for communication with the rest of the world. The 

have only one connection to the global Internet through a NAT-capable router that 

All of the outgoing packets go through the NAT router, which replaces the source

packet with the global NAT address.  

All incoming packets also pass through the NAT router, which replaces the destination address 

router global address) with the appropriate private address.

In its simplest form, a translation table has only two columns: the private addres

external address (destination address of the packet).  

When the router translates the source address of the outgoing packet, it also makes note of the 

where the packet is going.  
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addresses (at least one) for communication with the rest of the world. The 

capable router that 

 

All of the outgoing packets go through the NAT router, which replaces the source address in the 

the destination address 

router global address) with the appropriate private address. 

 

In its simplest form, a translation table has only two columns: the private address and the 

source address of the outgoing packet, it also makes note of the 



 When the response comes back from the destination

packet. 

Fig: Translation 

Using a Pool of IP Addresses: 

 The use of only one global address by the NAT router allows only one private

access a given external host. To remove this restriction, the 

addresses. 

Using Both IP Addresses and Port Addresses:

 To allow a many-to-many relationship between private

programs, we need more information in the translation table.

Table: Five- column translation table

Private Address Private Port 

172.18.3.1 1400 

172.18.3.2 1401 
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. 
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When the response comes back from the destination, the router uses the source address of the 

The use of only one global address by the NAT router allows only one private

access a given external host. To remove this restriction, the NAT router can use

Using Both IP Addresses and Port Addresses: 

many relationship between private-network hosts and external

programs, we need more information in the translation table. 

translation table 

 External Address External Port Transport 

protocol

25.8.3.2 80 

25.8.3.2 80 

. 

. 

. 

. 

. 

. 
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router uses the source address of the 

 

The use of only one global address by the NAT router allows only one private-network host to 

NAT router can use a pool of global 

network hosts and external server 

Transport 

protocol 

TCP 

TCP 

. 

. 

. 



 

FORWARDING OF IP PACKETS: 

Forwarding means to place the packet in its route to its destination.

Forwarding Based on Destination Address:

 This is a traditional approach, forwarding requires a host or a router to

 When a host has a packet to send or when a router has received a

looks at this table to find the next hop to deliver the packet to.

Fig: Simplified forwarding module in classless address.
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packet in its route to its destination. 

Forwarding Based on Destination Address: 

approach, forwarding requires a host or a router to have a forwarding table. 

When a host has a packet to send or when a router has received a packet to be 

looks at this table to find the next hop to deliver the packet to. 

Fig: Simplified forwarding module in classless address. 
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have a forwarding table.  

packet to be forwarded, it 

 


