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MESSAGE ORDERING AND GROUP COMMUNICATION 

 As the distributed systems are a network of systems at various physical locations, the 

coordination between them should always be preserved. The message ordering means the 

order of delivering the messages to the intended recipients. The common message order 

schemes are First in First out (FIFO), non FIFO, causal order and synchronous order. In case 

of group communication with multicasting, the causal and total ordering scheme is followed.   

It is also essential to define the behaviour of the system in case of failures.   The following 

are the notations that are widely used in this chapter: 

 Distributed systems are denoted by a graph (N, L). 

 The set of events are represented by event set {E, }  

 Message is denoted as mi: send and receive events as si and ri respectively. 

 Send (M) and receive (M) indicates the message M send and received. 

 ab denotes a and b occurs at the same process 

 The send receive pairs ={(s, r) Ei x Ejcorresponds to r} 

Message Ordering Paradigms 

 The message orderings are 

 

 (i) non-FIFO 

(ii) FIFO 

(iii) causal order 

(iv) synchronous order 

 

There is always a trade-off between concurrency and ease of use and implementation. 

Asynchronous Executions 

An asynchronous execution (or A-execution) is an execution (E, ≺) for which the causality 

relation is a partial order. 

 

 There cannot be any causal relationship between events in asynchronous execution. 

 The messages can be delivered in any order even in non FIFO.  

 Though there is a physical link that delivers the messages sent on it in FIFO order due 

to the physical properties of the medium, a logicallink may be formed as a composite 

of physical links and multiple paths mayexist between the two end points of the 

logical link.  
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Fig : a) FIFO executions b) non FIFO executions 

 

FIFO executions 

 

 A FIFO execution is an A-execution in which, for all 

 

 

 The logical link is non-FIFO. 

 FIFO logical channels can be realistically assumed when designing distributed 

algorithms since most of the transport layer protocols follow connection oriented 

service. 

 A FIFO logical channel can be created over a non-FIFO channel by using a 

separate numbering scheme to sequence the messages on each logical channel. 

 The sender assigns and appends a <sequence_num, connection_id> tuple to each 

message.  

 The receiver uses a buffer to order the incoming messages as per the sender’s 

sequence numbers, and accepts only the “next” message in sequence. 

Causally Ordered (CO) executions 

 

 Two send events s and s’ are related by causality ordering (not physical time 

ordering), then a causally ordered execution requires that their corresponding receive 

events r and r’ occur in the same order at all common destinations. 

 If s and s’ are not related by causality, then CO is vacuously(blankly)satisfied. 

 Causal order is used in applications that update shared data, distributed shared 

memory, or fair resource allocation.  

CO execution is an A-execution in which, for all, 

 



ROHINI COLLEGE OF ENGINEERING & TECHNOLOGY 

   

  CS8603 DISTRIBUTED SYSTEMS        
   

 The delayed message m is then given to the application for processing. The event of 

an application processing an arrived message is referred to as a delivery event. 

  No message overtaken by a chain of messages between the same (sender, receiver) 

pair.  

 

Other properties of causal ordering 

1. Message Order (MO): A MO execution is an A-execution in which, for all 

              . 

2. Empty Interval Execution: An execution (E ≺) is an empty-interval (EI) 

execution if for each pair of events (s, r)  ∈ T, the open interval set 

 

in the partial order is empty. 

3. An execution (E, ≺)  is CO if and only if for each pair of events (s, r) ∈ T and each 

event e ∈ E, 

 weak common past:  

                 

 weak common future: 

 

Synchronous Execution 

 When all the communication between pairs of processes uses synchronous send and 

receives primitives, the resulting order is the synchronous order.  

 The synchronous communication always involves a handshake between the receiver 

and the sender, the handshake events may appear to be occurring instantaneously and 

atomically.  

 The instantaneous communication property of synchronous executions requires a 

modified definition of the causality relation because for each (s, r) ∈ T, the send 

event is not causally ordered before the receive event.  

 The two events are viewed as being atomic and simultaneous, and neither event 

precedes the other. 

If send(m1) ≺ send(m2) then for each common destination d of messages m1 and m2, 

deliverd(m1) ≺deliverd(m2) must be satisfied. 
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Fig a) Execution in an asynchronous 

system 

Fig b) Equivalent synchronous 

communication 

Causality in a synchronous execution: The synchronous causality relation <<  on E is 

the smallest transitive relation that satisfies the following: 

S1: If x occurs before y at the same process, then x << y. 

S2: If (s, r ∈ T, then) for all x ∈ E, [(x<< s ⇐⇒ x<<r) and (s<< x ⇐⇒ r<< x)]. 

            S3: If x<<y and y<<z, then x<<z. 

Synchronous execution: A synchronous execution or S-execution is an execution (E, 

<<) for which the causality relation << is a partial order. 

 

Timestamping a synchronous execution:  An execution (E, ≺)  is synchronous if and 

only if there exists a mapping from E to T (scalar timestamps) such that 

 for any message M, T(s(M)) = T(r(M)) 

 for each process Pi , if ei≺ei’,  then T(ei)  < T(ei’). 

 


